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Executive Summary 
 
 

In order to take advantage of the latest digital business models, 
organizations need IoT security that remains with their data and 
protects it no matter where it goes. Security needs to be transparent in 
solutions, without impacting the user experience. Organizations and 
developers need to define a resilient security architecture and deploy 
data-centric security technologies that support agility, speed, cost-
effectiveness, and innovation in a highly connected world.   
 
For developers of IoT with mobile client, Cloud or IoT applications, 
finding the right strategy is not always easy. This white paper offers five 
new rules for developers to consider when choosing security for their 
applications with a strong focus on protecting the most valuable asset 
in the equation – the data. 
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Digital Innovation Requires Rethinking Security 
 
Connected digital services and applications are central to business success today. From Internet of 
Things (IoT) solutions to mobile apps and Cloud offerings, the trend is toward more data, more access, 
and more connectivity. Developers are now tasked with not only bringing these solutions to market 
rapidly, but must also ensure that appropriate security and data protection measures are implemented 
from the beginning – no business can afford the high costs of data theft.   
 
Of course, these trends also mean that business-critical data ends up stored in a wider range of locations 
and traverses an ever-growing range of networks and endpoints. As a result, data in motion and data at 
rest is more exposed than ever. As organizations and developers seek to build new solutions or evolve 
their existing IT initiatives by connecting people, applications, and devices, they also need to re-evaluate 
legacy data security models and embrace a comprehensive security strategy for how they will address 
security in this new, inter-connected world. 
 
Traditional perimeter-based security solutions such as firewalls and anti-virus, while still an important 
aspect of risk management overall, are no longer adequate in a world where data is everywhere across 
Cloud, mobile, and Internet of Things (IoT). The old school approach had encouraged organizations to 
define a boundary between “inside,” where data was believed to be safe, and “outside,” where data 
was believed to be vulnerable. Compounding the problem of the blurred network perimeter, is the use 
of open source security which has been repurposed from a simpler time when data did not live 
everywhere. The open source options have proven themselves to be incomplete and do not provide the 
necessary data protection that is required today. For example, transport layer security based on SSL/TLS 
only addresses data in motion, yet exposes data sent in the clear during handshaking, it is far too 
resource demanding for IoT solutions, and it is also not suitable for real-time industrial control systems.  
Moreover, SSL/TLS has a larger latency during connection, does not support data optimization, and it 
has historically exposed potential backdoors during ciphersuite negotiation. 
 
For developers and security architects, the current security model for data protection can limit both 
agility and innovation when building the next generation application or Cloud service. With the 
increasing sophistication displayed by cyberattackers, relying on the network edge for security or 
integrating open source components, where there are gaps between data in motion and data at rest, is 
simply too risky for all but the least sensitive solutions. Countless organizations have had their defenses 
breached by advanced cyberattacks, only to have those attackers find an open-ended playground once 
they are inside. Hence, this approach is clearly inadequate. Applications and IoT devices provide 
additional opportunities for hackers to intercept valuable data or interrupt critical services. In recent 
years, there have been many high-profile data breaches across IoT systems and applications where 
either sensitive data was stolen or control of equipment was compromised. These are a few of the most 
troubling: 
 

 The 2010 Stuxnet attack sabotaged the uranium enrichment facility in Natanz, Iran  

 In 2014, 87-97% of the top 100 paid iOS and Android apps were hacked   

 The 2015 hackable software vulnerability in Chrysler Jeep’s Uconnect dashboard computers 
caused a recall of 1.4 million vehicles 
 

According to the 2015 State of Mobile Application Insecurity report issued by Ponemon Institute, the 
leading cybersecurity research center, there is a “rush to release” phenomenon happening that puts 
enormous pressure on organizations, which inhibit their ability to stop the risks of data leakage and 
malware. The study reveals that nearly 80 percent of companies surveyed view mobile application 
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security as very difficult to achieve. This likely explains why only 55 percent do not test apps or they are 
unsure. Furthermore, only 41 percent of respondents say their organization has sufficient mobile 
application security expertise. Gartner has stated 75 percent or more mobile apps would fail basic 
security tests.   
 
 

The 5 Rules Developers Must Follow  
 
Clearly, to take advantage of the latest digital business models, organizations need security that can 
remain with their data and protects the data no matter where it goes. Security needs to be transparent 
to applications and users, and it cannot impact the user experience. Security must scale to the new 
business models, and it must be financially viable – a tall order for legacy security solutions. In other 
words, organizations and developers need to define a resilient security architecture and deploy data-
centric security technologies that support agility, speed, cost-effectiveness, and innovation in a highly 
connected world.   
 
For developers of enterprise applications, Cloud, or IoT solutions, finding the right strategy is not always 
obvious or easy. Organizations are challenged to choose a way forward that: 
 

 Meets not only present requirements, but potentially unknown future requirements 

 Supports next-generation security capabilities compatible with innovation initiatives such as IoT 
and Cloud analytics 

 Delivers high performance for transaction-intensive workloads 
 Can protect all types of data, in motion and at rest, even if the perimeter defenses are breached 

 Is affordable, manageable, and reasonably easy to deploy 

 Allows the company to get to market more rapidly than the competition without forwarding risk 
to customers or end-users 

 
The following five rules offer strong ideas for developers to consider when choosing security for their 
applications. 
 

1)  Understand Time to Market is Everything 
 
Getting your application to market faster than your competition is important. But getting it to market 
with the proper security in place is absolutely imperative. You cannot compromise and need to achieve 
both elements. Do not fall prey to the “rush to release” phenomenon that can impair your ability to 
mitigate the risks associated with poorly secured application data or ignore security until well after 
release to market. Unfortunately, the norm for releasing mobile apps is that customer needs often 
outweigh security measures and security is seen as difficult. See figure 1 on why mobile application 
security is difficult to achieve – the same applies to IoT and other Cloud applications. Developing a 
security plan at the beginning of the development process is critical for this success. The end goal is 
delivering a secure application or service to the market. Having foresight allows developers to adopt a 
secure architecture and design for code as it is developed. Bolting on security after an application is 
delivered is less than ideal but is possible with an easy to integrate solution.  
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Figure 1. Reasons Why Mobile Application Security is Difficult to Achieve  
 

 
Source: The State of Mobile Application Insecurity, Ponemon Institute, 2015 

 
The options to completely secure your applications while allowing you to deliver a solution fast to 
market used to be a trade-off.  Today, there are much better choices to consider. The key is ensuring the 
security layer in your application or service actually works and does not delay your entry to market – 
whether you are releasing a first-time solution or putting the proper security into an existing solution to 
protect a major vulnerability. 
 

2) Focus on the Data 
 
There are many aspects to consider when developing a comprehensive security approach to your 
application or service. Developers normally focus on the cleanliness of the software – code that cannot 
be compromised or have malware injected to the application to stop your service in its tracks. Hackers 
can turn to code modification or reverse engineering methods to inject malicious code or expose 
sensitive information such as keys for broader exploitation. “Hardening” the application from such 
threats is important but it’s only part of the puzzle. The real focus should be on protecting the most 
valuable piece in the equation – the data flowing through your application before it’s active and in-
market with thousands or millions of users. Confidential and valuable customer information, financial 
transactions, and mission-critical operational data are all potentially exposed without the proper 
security system in place. What are you doing to protect the actual data? 
 

When a data breach occurs, no one will remember if the developer delivered 
clean code. The only thing that really matters is if the data were exfiltrated by 
hackers and the impact to the business.  
 
All too often, developer testing is done on the code of the application for vulnerabilities but not enough 
is done to test the security of the data in transit or even worry about this risky exposure point. A recent 
2016 study by Evans Data Corporation supports this claim as only 16.7% of IoT developers cited the 
“transmission of data through a network or Cloud” as a major security threat. The real question is why 
isn’t this number closer to 100%? The other misconception in the industry is that standard developer 
tools available for free are “good enough” to protect your application data in motion. If the focus shifts 
more to where the real threat lives with the data, developers must consider the options available to 
deliver a secure solution. This next section will review more on the risks with those open source 
technologies. 
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3) Weigh Buy Vs. Build Security Options 
 
Fundamentally, enterprises, application developers, or IoT providers developing modern apps and 
services have two main routes they can choose for security: 1) they can assemble security functionality 
themselves with open source pieces, or 2) they can invest in a private enterprise-level security solution 
that is supported, tested, and proven. Both choices have pros and cons, but not securing the application 
is no longer an option. See table 1 below for more on build-it-yourself security options when planning to 
roll out your next application. 
 
Given the strong need for a layered security approach in today’s threat-filled IT landscape, few 
organizations are going to have the means or desire to build complete, end-to-end security solutions. 
Partners or vendor solutions will almost always be needed for at least some aspects of the security 
landscape. At that point, organizations can choose to use best-of-breed point solutions or select a more 
comprehensive, integrated solution. 
 
The first strategy has the advantage of providing added flexibility, as individual feature sets and 
capabilities can be considered at each point in the overall security ecosystem. It also reduces the 
chances of vendor lock-in.  
 
However, in many other regards, cobbling together a security solution for your application consisting of 
multiple appliances, services, and software packages from a variety of open source tools and vendors 
may not be the best choice. For one thing, it can result in a sprawling portfolio of security solutions 
lacking integration. Each point solution must be individually managed, increasing the burden on IT 
professionals. Point solutions sometimes have difficultly sharing data with one another, leading to a 
fragmented view of security and limitations on threat detection.  
 
And, the added complexity creates friction in the drive towards innovation. New apps and services must 
be made compatible with an array of specialized technologies, each having their own APIs, policies, and 
requirements. The impact on agility and time-to-market can be significant with the wrong security 
choice.   
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Table 1: Build versus buy options  
 

Security Element Build Option: Open Source 
Components 
 

Buy Option: CENTRI 

 
Data at Rest Security 
 
 
 
 
 
 
 
 

 
Overview: Standard AES available 
 
 
Pros:   

 No known vulnerabilities 

 “Free” open source cipher 
 Widely used, longtime 

standard 
 
 
 
Cons:  

 

 Implement and maintain your 
own AES  

 Requires arduous key 
management with Hardware 
Security Module 
 

 
Overview: Standards-based, 
private data at rest encryption 
 
Pros:  

 No known vulnerabilities 

 Lower latency 
 Faster encryption 

 Data optimization 

 More secure “vault-less” 
key encryption model 

 
Cons: 

 None 

 
Data in Motion Security  
 

 
Overview: SSL/TLS offers a secure 
tunnel to implement on Web or 
Cloud-based applications 
 
Pros:  

 Free and widely used  

 Longtime standard 

 Lightweight deployment 
 
 
 
 
 
Cons:  

 Multiple known 
vulnerabilities 

 Exposes connection data in 
the clear with the handshake 

 Latency of connection 

 Not designed for known 
endpoints with apps 

 

 
Overview: Private data in motion 
encryption 
 
 
Pros:  

 Lower latency 

 Lightweight deployment 

 Faster encryption 
 Data optimization 

 Stronger key exchange 

 No certificate authorities 
involved. 

 
Cons:   

 None 
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With internal security expertise becoming increasingly scarce and expensive, 
dedicating resources to creating capabilities that already exist in the marketplace 
may not be the best option. The organization might also be taking focus away 
from more strategic work, slowing time-to-market.  
 
Each company should also take a holistic view of the costs of the “build internally” approach. 
Additionally, there’s the issue of scalability associated with tools that require key management or 
associated hardware. As solutions grow and change, the complexity of maintaining in-house security 
capabilities grows, as well. Building something successfully once is great, but the organization should 
consider the ongoing cost of upgrading and maintaining their security assets. Open source technology 
components may seem inexpensive at first, but the security risks associated with them certainly 
outweigh their potential use in security-critical applications. 
 

With a quality security partner, that aspect of development is taken care of—
upgrades and vulnerability fixes are handled by the vendor rather than becoming 
part of the burden on internal IT and development resources. 
 

4) Bet on a Platform and a Partner, Not a Toolbox 
 
For many organizations, a better approach to secure the data of their enterprise, IoT, or Cloud-based 
offering is to select an overall security platform especially built to meet modern requirements for 
performance, manageability, and robustness. Technology available today provides end-to-end data 
lifecycle protection—for data at rest and in motion, on servers, desktops, mobile devices, and the Cloud. 
Such a partner can be an invaluable asset in the quest to gain a competitive edge through technology.  
 
A data protection partner providing a holistic solution should meet certain criteria. These include: 

 A solution that is transparent to applications and services, requiring little or no re-coding to 
integrate the security technology into the solution 

 Fast performance that does not create bottlenecks or otherwise slow the organization down 

 Minimal footprint to reduce datacenter costs 

 Highly scalable technology that can grow to accommodate incrementally larger quantities of 
data without exponential costs 

 Little to no overhead in the management of the solution with key management  

 Simple deployment, management, and administration that can replace the complexity of  
multiple point solutions   

 

5) Understand the Simpler, Smarter Security Choice 
 
If you’re looking for a security partner with a solution that can accelerate your key strategic initiatives 
while protecting your data, consider CENTRI Internet of Things Advanced Security, IoTAS platform. 
CENTRI’s approach to protecting IoT data is radically simpler than managing an array of point solutions, 
and protects all of the data, on all devices, at rest and in motion, at all times.  
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When you replace Open Source SSL/TLS with CENTRI, your application will never transmit a single byte 
in the clear. This means there are no vectors for compromise and no possibility of ‘man-in-the-middle’ 
attacks. CENTRI not only encrypts all traffic using advanced encryption technology with no known 
vulnerabilities, it also compresses and optimizes all traffic, in a single pass. Applications will perform 
faster, and more secure. Unlike SSL, CENTRI can protect data at rest and in motion, leaving no gaps, and 
providing you a complete end-to-end data protection platform. CENTRI’s patented solution, with vault-
less technology, virtually eliminates the key management required when using SSL/TLS.   
 

CENTRI is lightweight enough to run on embedded IoT devices, and powerful 
enough to protect sophisticated data on premise, on Cloud, and on hybrid IT 
infrastructure.  
 
CENTRI is fast and easy to deploy and can be easily incorporated into apps and services using industry-
standard APIs. It encrypts data at rest and in motion, while optimizing it simultaneously to reduce 
network throughput and minimize latency. By using pre-shared data to perform key 
exchange/derivation functions, it avoids the vulnerabilities of SSL/TLS while decreasing attackers’ ability 
to access the information. The process of planning the security of your application is outlined in figure 2 
below. The typical security of an application with open source options versus CENTRI are outlined in 
figures 3 and 4. 
 
 
Figure 2. How CENTRI Works with Your Development Process 
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Why CENTRI IoTAS is the Smarter Choice versus Alternatives: 
 

 “Data-centric” protection at rest or at motion 

 Simple integration within existing applications 

 Lightweight deployment and fast time to market 
 Only one API for both data optimization and encryption 

 Built for trusted IoT, mobile, or Cloud endpoints, not anonymous Web 

 Reduced risk with complete data protection and associated costs of data breaches 
 
Figure 3. Typical security for application data and threats using open source options 

 
   

   

Figure 4. Security for application data using CENTRI IoTAS 
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About CENTRI 

CENTRI provides advanced security for the Internet of Things.  Our technology helps organizations secure what 
matters most in IoT – their data. CENTRI reduces the risk of data theft and loss of equipment command by establishing 
trusted devices and advanced encryption technology while retaining complete visibility to all activity. CENTRI 

maximizes IoT device uptime and protects the data in transit, at rest and on the endpoint. For more information visit 
centritechnology.com.  
 
CENTRI is a trademark of CENTRI Technology Inc. in the U.S.  All other product and company names herein may be trademarks of 
their respective owners. 

Conclusion 
 
IoT developers and security architects have a critical choice to make when securing the data with their 
next application – use legacy methods and open source tools that have known vulnerabilities and can 
increase risk, or apply a modern solution designed to protect data throughout mobile, Cloud, and IoT 
environments. The five rules of getting to market faster, focusing on the data, weighing buy versus build 
options, betting on a platform and a partner – and understanding the CENTRI way to securing your data 
can help developers to launch innovations with better preparedness, reduce time to market and, most 
importantly, lower risk of data exfiltration. 
 
Contact CENTRI today and learn about how you can start rapidly deploying your IoT system with the 
security that you and your customers need.  
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